User Manual CyberForceField 11
User Manual CyberForceField 11 - CFF 11
This user manual is covering all the
controls of CFF 11.
To protect a computer is an art.
Refer to the CyberMartialArts
courses to learn about how to
exploit the whole potential of CFF
and create the custom settings you
need.
View also the flash presentations of
CyberForceField on the website
www.cyberforcefield.com.

Screen 0: Enter Your Password.
If you are the only user of the
computer, YOU are the administrator
and enter the administrator to access
all the controls of CyberForceField.

The sentence at the bottom is called
"Custom Login Sentence" and has
been set by you to customize this
screen and prevent easy phishing of
your password by computer malware.

User Manual CyberForceField 11 - 1

2011 Copyrights Timesavers International Pty Ltd

If you are not the administrator of
CyberForceField, then you must tick
the user option, enter the username
that the administrator has set for you
and your password.
This will give you access to all the files,
folders and programs you need
according to the rules set by the
administrator.

Screen 1: Set Protection State!
This is the main control panel of
CyberForceField.
If you are the administrator, the
protection state on the left concerns all
files and folders of all drives.
If you are not the administrator,
reducing the protection will only affect
the few folders you are in control of.
If the level of the protection state is at
the bottom, there is no protection at
all.
Level 1: Low Protection. Almost no
protection. All settings are deactivated.
Level 2: Offline install. Some settings
are active, but the protection is still
very low. This state is for Offline use
only.
Level 3: Control Install. Helps
installing safely by backing up the files
that are changed during the installation.
Level 4: Online Install. No
modification of protected file is
possible, only new additions are
allowed.
Level 5: Custom Install. The safest
way to install a program by monitoring
it during and after the installation. CFF
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files are required (custom settings).
Level 6: Safe Download. Safest way
to dowload a dangerous file (eg. a
program) in a dedicated folder.
Level 7: High protection. The
protection state should stay high
except when you download or install a
program, or modify a dangerous file in
any way.
If you need to restart your computer
with a reduced protection, remember to
set the protection state back on high
afterwards. An indicator might blink
on the screen to remind you about it

SAFE DOWNLOAD
Safe download is the Protection state
to use when you only need to modify
the files of a particular folder such as
when you need to download a
dangerous file from the Internet.
Dangerous files are programs as
opposed to inert files such as data files
(images, texts, videos etc..). It is not
necessary to use Safe Download for a
compressed file (eg zip) however it is
necessary for an exe file.
Let's take an example:
To download the program InstallX.exe:
- Research carefully the legitimate
site to download it from rather than
responding to a popup window which
could well be activated by an attacker,
a malware, a malicious site or a hacker.
- Locate the page of the download and
refuse to download the unnecessary
adware or additional programs you
don't need (watch for boxes to untick)
and when you are ready for the
download..
- Open CFF and select the safe
download Protection State and
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apply the change.
A popup window will ask you to confirm
the location of the download folder you
choose for this particular download as
well as the temporary folders used for
the download. If the temporary folders
are wrong, the right ones will be shown
in the logfile after the first attempt.
(Screen 12: view logfile)
The download will only be allowed in
that folder and it is caged during the
duration of the download, while the
Protection State is on Safe Download.
Press OK to confirm those locations
and you are ready for the download.
- Make sure that you execute the
download in the folder you have
chosen and
- Put back the protection State on
High when the download is
completed.

CONTROL INSTALL
Control Install is the most useful
Protection State when you need to
install a program in your computer.
This state will allow the needed
changes and backup files which are
modified during the installation.
Here is how it works:
- Make sure that you close all
applications which are not needed for
the installation.
- Turn off the Internet unless you know
that the Internet is needed for the
installation.
- Select the Control Install
Protection State and apply the
change in screen 1.
- A window pops up asking you to
confirm
# the installation folder: we recommend
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to choose C: when the installation files
are on the C drive, D: when they are on
the D drive etc..
# the destination folder: Choose c:
when the program is installed on the C
drive, D when it is installed on the D
drive etc.
# Temporary folders 1 and 2: they are
normally the same ones you have been
using for Safe Download.
# Backup Folder: This is the folder you
choose to store the files which will be
backed up during the installation.
- Press OK when you have
confirmed these locations.
- Execute the installation, preferably
offline.
- Put back the protection on High
when it is finished or after you
launch the program for the first time
. You can use the slidder of screen 1 or
the hot key ALT+CTRL+R (unless you
set up a different hotkey in the
advanced settings - see screen 3).
You will find a significant summary of
the actions of the programs in a file
called BACKUP_INFO.txt located
inside the Backup folder. The files are
sorted by dates and times with 2 levels
of sub folders, one for the date and one
for the time. The files which are
modified during the installation are
backed up in a brand new folder
created at the end of the control install
state. Dangerous actions which have
been permitted during the Control
Install state are shown in the logfile
with a type starting with "P_". (The
logfile is shown on screen 12)
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If you take the computer and the
previous user hasn't logged out, you
need to relogin to inform CFF that you
are now the current user at the
keyboard.
The View Log File button leads to
screen 12 where you can view the
alerts of CyberForceField (Attacks).
The Settings button leads to all the
settings that you can view or modify.
The messages at the bottom are only
useful when the computer is used by
many different users and the
administrator needs to keep them
informed about changes in the rules to
access files and folders.

Screen 2: Protect Files / Folders.
Choose a file or folder to protect.
You can also choose a group of files.
Note about the wild character *:
C:*.PIF means all the files with the
extension PIF on the C drive.
C:/time/*/test.* means all the files
named test with any extension located
inside any subfolder of the folder
C:/time.
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Choose the protection you need.

If you need to keep a file totally
unprotected, you can click on custom
and untick all the boxes in the section
"Disable" underneath.

Define the protection a bit more.
Who are the users affected? Leave 99
if the setting concerns everyone (all
default settings concern everyone).
Tick "Show Alert" if you want a pop up
window alerting you when this
particular protection is used.
Tick "Log Perm." when you want to
record in the Log File the accesses
which are permitted.
Keep the protection level on medium
when the setting needs to be
deactivated during the installation of
new programs (during offline install).
Set the priority level at the lowest level
possible. The priority level is used to
handle conflicting entries, such as 2
different instructions concerning a file
and the folder containing it.
The Label field is optional and used to
document briefly your settings with
codes.
The Action Field is used for special
extra features (putting a letter h in the
action field will hide the alerts
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corresponding to this particular setting
in the logfile -for advanced users only-)

Add the setting to the list and apply!

Screen 3: Advanced Settings.
You can change your password
and the "Custom Login Sentence"
visible on screen 0.
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You can turn off all protection, which is
equivalent to placing the protection
state on "No Protection".
It is strongly recommended to leave the
protection at startup (first box ticked).
If you feel comfortable with the use of
CFF and require an additional
protection against local attackers (at
the keyboard), then activate the
protection in safe mode.
You can choose to reactivate the
protection back on high and log out
automatically after a specific amount of
minutes of inactivity at the keyboard.

You can set the "Rescue DateTime"
which might help if you cannot fix a
problem in safe mode.
Restarting the computer on this
specific date and within 5 minutes of
that time will set the protection state to
"No Protection" and reset the
administrator password.
This could be useful if you forget this
password or if you have added a
setting preventing the boot of the
computer such as one preventing
access to Windows system folders.
You can detect highly dangerous
keyloggers with the "Driver Detect"
button and modify the registry settings.
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You can export and import settings.
If you want full control over the process
and be able to check what you are
exporting/importing, use export/import
ITEMS. This way, the files you export
or import are in text format and can be
read and modified easily.
You can access various other screens,
adjust the indicator icon on the
screen, change the hot keys to start
the program or reactivate the
protection.

If you need to uninstall the program,
make sure you you export your settings
before uninstalling in order to recover
them later on when needed.
Upgrades require uninstalling the
previous version manually first.
Automatic upgrades are too
insecure and banned.

Screen 4: Message To Admin.
This is only useful when many users
are using the computer and need to
leave notes in the Log File about what
they are doing in order to help the
administrator to interpret the alerts.
Example: a student or an employee
tries to access a forbidden folder and
uses this option to leave an
explanation to the administrator before
being called for one.
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Screen 5: Define Files/Folders Groups.
This is where you can define groups of
files and folders which will be protected
in the same way.
This can save you time especially at
the time of the installation of CFF.

Screen 6: Password Protection.
This screen will be available in a future
version of CyberForceField.
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Screen 7: User Administration.
This screen is accessible from screen
2.
It allows the administrator to give a
User level to all users of the computer.
This User Level is a level of trust. The
higher it is and the more the user will
be able to do according to the settings
in screen 2, 9 and 16.
First, we set User Login, password
and User Name.
The User Login is the code name the
user will have to enter in screen 0.
The User Name is the full name of the
user.

The Description defines the user.
The Private Folders are the folders
where the user will have full control
and be able to install executable files,
modify any dangerous files in it, etc..
The trend today is to use external USB
drives as private folder, and keep all
the hard drives of the PC strictly
protected and under the control of the
administrator.
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The most important parameter is the
User Level which will determine what
the User will be able to do, access,
read, write, modify, delete, etc..
It is possible to allow the user to
change his/her password, hot keys.
It is not recommended to give access
to Permissions and User
Administration unless they are trusted
and need these access rights.

Add the setting to the list underneath
and apply.
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Screen 8: Admin Messages to Users.
This is where the administrator can set
the messages which are visible in
screen 1.
The administrator can choose to send
a message to one specific user or all
users.

Screen 9: Program Permissions/Restrictions.
This screen is accessible through the
"Permissions" button of screen 2.

You choose a program or a group of
programs located in a particular folder
(Program Location).
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You select the Files or Folders this
program (or group of program) has
access to.

You select first the kind of access, if it
is a permission or restriction, with the
restriction level.
If this setting needs to be deactivated
during the installation of new programs,
adjust the Protection level to medium.
The Priority Level helps you handle
conflicts between the rules you set.
Use the User Level when you don't
want the setting to concern the people
with high responsibility and access
rights.
Tick the Show Alert box when a pop
up window is required to alert the user
at the keyboard at the time of an
attempt to break the rules.
Tick the Log Perm. box when you
want to monitor all access to this
particular file/folder from the
program(s) chosen at the top.

User Manual CyberForceField 11 - 15

2011 Copyrights Timesavers International Pty Ltd

The Action field allows extra
functionalities to be added. The Info
button opens a popup window with the
list of possible options, which can be
combined.
A letter h (small- this field is case
sensitive) in this field will hide the alerts
in the logfile concerning this particular
setting. Attacks for this protection will
not show in the logfile but will still be
archived.
A letter H offers is as well but the alert
will not be archived either.
A letter A means that an alert will be
archived at the time of the alert unless
it has already been archived recently,
in the last 5 minutes.
A letter E means that the access to the
file is disallowed when it is an
executable file disguised as a non
executable file.

The field label can be used to tag the
settings with a code in order to sort
them quickly or remember the purpose.
For example, the default settings have
the label 1.
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Add the setting to the list and apply.

Screen 10: Log File Administration.
This screen is accessed from screen 2.
This is where you can adjust the
settings of the Log File.

First, you choose the way the alerts are
recorded.
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Then, you precise the alerts you want
to view.

You can then click on the "View Log
File" button to access screen 12 and
view all the alerts recorded in the Log
File.

Screen 11: Archive Log File.
This screen is accessible from screen
10.
It allows you to archive right away or
regularly the Log File.
This is very useful, especially if you
need to monitor networked computers.
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You can also select the format of the
archives before applying your settings.

Screen 12: View Log File.
Accessible from screens 1 and 10, this
is where you can view all the alerts, all
the attacks prevented by
CyberForceField, all the attempts to
break the rules set by the administrator
and the users in the various settings.
You can read the date, time of the
attack, the program responsible, the
type of access and the files or folders
which would have been accessed
without CyberForceField.
This is showing you what would
have happened without CFF.
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In some cases, you need to set
permissions for some programs to do
dangerous actions. In that case, you
can just select the alert concerned and
then press the Permission button.
This will give you access to screen 9 or
screen 16 where you can adjust the
setting, add it to the list and apply.
This is that easy!

You can also:
(1) - Delete the selected line(s).
(2) - Export the Log File as a text file.
(in order to manipulate it better, for
example with a spread sheet program)
(3) - Save the changes.

Screen 13: Help.
This screen is accessible from screen
2.
It provides the most important
information needed to get support from
the T!ME team.
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Screen 14: Safe Download.
This screen is accessible from screen
3.
It is only needed when you desire even
more restriction for the program doing
the download.
The simplest and recommended way to
do a safe download is to set the
Protection State on the appropriate
level on screen 1, choose download
folder and temporary folder and apply.

Screen 15: Safe Install.
This screen is for advanced users who
want to experiment with temporary
settings to study the behaviours of
programs, especially during the
installation process.
However, the Custom Install Protection
State of screen 1 is by far the easiest
and most powerful and safest way to
install a software. This only requires
the appropriate CFF files.
The new Control Install feature will
allow you to create the CFF files easily
and safely.
Use Control Install and Custom
Install rather than this screen unless
you are an advanced user and want to
do some experiments.

User Manual CyberForceField 11 - 21

2011 Copyrights Timesavers International Pty Ltd

Screen 16: Registry Protection.
This screen is accessible from screen
3 and allows you to control the access
to fundamental settings of the Windows
Operating system called The Registry.
These settings are stored inside folders
called "Keys".
Most viruses and spyware corrupt the
registry, therefore its protection is
extremely important and useful.
The use of the controls of this screen is
similar to the ones explained above in
the screen 2 and 9.
Refer to CyberMartialArts courses
for more knowledge about these
settings and how to add custom
settings to suit your needs.

Screen 17: Driver Detection.
This is accessible from screen 3, the
advanced settings.
This shows you the drivers which can
record the mouse movements and the
keys typed at the keyboard.
This can be extremely useful to
detect dangerous keyloggers.
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Conclusion:
Go to www.cyberforcefield.com to learn more about how to use the full potential of
CyberForceField.
To have a powerful tool is not enough if you don't have the discipline to use it wisely, and you would
benefit tremendously from CyberMartialArts training sessions and courses which will help you tune
your PC, the settings of the operating system and CyberForceField to achieve maximum security
and optimum performances!
Enjoy your computer and the Internet safely!

T!ME Team
www.cyberforcefield.com
www.cybermartialarts.net
Timesavers International (Copyrights) 2011

User Manual CyberForceField 11 - 23

2011 Copyrights Timesavers International Pty Ltd

